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Introduction 
The security aspect of DNS and ICMP including S3-201442 and S3-201391) was fully discussed in SA3 and the guideline is implemented in TS 33.501.

Per TS 33.501 Annex P.3 Security aspects of ICMP as follows:

ICMP (Internet Control Message Protocol) is part of the internet protocol (IP) suite. The lack of security in ICMP may be exploited to launch further attacks on the 3GPP system. To mitigate such attacks, it is recommended that the use of ICMP is restricted in the UE and the UPF (e.g., by default, use of ICMP is not allowed). In scenarios where the use of ICMP is required, it is recommended that one or more of following mitigations be enforced:

-
Disable the UE from responding to ICMP requests received over 3GPP network interface(s).

-
Install IP filter(s) at the UPF in order to block ICMP messages. This filter can be activated either on a per N4 Session basis or on a UPF basis. For ICMPv6, the recommendations in RFC 4890 [85] can be used for filtering ICMPv6 messages. 

-
Limit the maximum size of ICMP messages (e.g., to 64 bytes). Any ICMP messages that are greater than this limit needs to be dropped by the UE as well as by the UPF. 

This contribution replace the reference for security aspects of ICMP 
Proposal

Please adopt the following changes to TR 23.748.
*** First change (clause 6.24) ***
6.24
Solution #24: Support of edge relocation, triggering of new DNS query by the UE

6.24.1
Solution description

The solutions address Key Issue #2: Edge relocation.

The solution in this clause is a complement to application controlled server relocation, where the application layer triggers the UE to move from one server to another.
The assumption for these solutions is that the UE is using DNS to find an edge application server. As the UE moves, the PSA may change. At this point the UE may need to do a new discovery of the application server.

The three connectivity models, distributed anchor, multiple session and session breakout (using UL-CL or BP). From an edge relocation point of view multiple sessions and distributed anchor are similar.

Distributed anchor and multiple sessions, regardless if SSC mode 2 or 3 is used (clause 4.3.5.1-3 of TS 23.502 [3]):

-
When the UE moves, the network will trigger the UE to establish a new PDU session. This triggers the UE to do DNS query to find a suitable application server in the new PSA. The UE should not use the cached DNS result for the old PDU session in the new PDU session.

Session breakout there are 2 cases, IPv6 multi homing with a BP or UL-CL (clause 4.3.5.7 of TS 23.502 [3]):

-
For BP, as the UE moves, the network sets up a new local PSA. The UE gets a new IPv6 prefix (and routing rules) and removal of old prefix. A new prefix also means new DNS servers according to RFC 7157 [14]. This means that the UE will drop the existing application traffic and need do a new DNS query, since the UE should not use the cached DNS result for the old prefix.

-
For UL-CL, the UE is not aware that local breakout is used for a specific application traffic flow. Hence, when the network moves the local PSA, the UE is not aware that change has been made. After a move of PSA, when the UE tries to contact the edge application server, the UPF/SMF will respond with an ICMP Destination Unreachable Message (see RFC 792 [13] and RFC 1122 [15]) with code 3 (Port Unreachable) or 7 (destination host unknown). It is assumed that the DNS result that was used to find the application server in the previous PSA either has very low time to live or that the result only contained one IP address.

For this to work, it is expected the TTL (if short TTL is used) is followed by the UE for EC applications, and that UE follows the recommendation in RFC 1122 [15] for hard errors, i.e. the UE is not trying to reach the address which results in ICMP responses (unreachable code 3 or 7). If application should continue the only alternative left for the UE is to do a new discovery.

Editor's note:
It is FFS if both code 3 and 7 can be used, or if only code 3 is the only feasible option.

Editor's note:
It is FFS for how to resolve the concern related to ICMP security issues e.g. addressed in TS 33.501[X] Annex P.3 Security aspects of ICMP.
6.24.2
Procedures

6.24.2.1
Session breakout using UL-CL, UE is not aware of change of PSA for a flow
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Figure 6.24.2.1-1: ICMP triggered discovery

The pre-requisite for the flow is that UE has a PDU session, it has discovered an edge application server (AS) and the network has inserted an UL-CL with a local PSA that will break out the application traffic to the AS.

1.
UE has ongoing application traffic with Old AS via Old PSA and UL-CL.

2.
SMF insert a new UL-CL and a new local PSA.

3.
UE sends an IP packet, which is caught in UPF and depending on how step 4 is done the packet may be forwarded to SMF.

4.
SMF or UPF generates an ICMP Destination unreachable message with code 3 (Port Unreachable) or 7 (destination host unknown). This can be done by e.g.

-
SMF installs a forwarding rule in UPF to forward any IP packet destine to Old AS to be forwarded to SMF, and SMF generates the ICMP packet to be sent to the UE via UPF.

-
N4 is updated by e.g. SMF installs a PDR to match any IP packet destined to Old AS. This is linked to a FAR with an Application Action that indicates that ICMP shall be sent (new application action value).

Editor's note:
The criteria or trigger for step 4 is FFS. It may be the triggers for EAS relocation, e.g based on the UE location and the DNAI change.

5.
When UE has received the ICMP Destination unreachable message, it is expected that the UE follows TTL and follows RFC 1122 [15] for hard errors.

6.
UE uses the new AS for the application traffic.

Editor's note:
It is FFS for how to resolve the concern related to ICMP security issues e.g. addressed in TS 33.501[X] Annex P.3 Security aspects of ICMP.
6.24.3
Impacts on services, entities and interfaces

UE need to trigger DNS request on new PDU session, i.e. when distributed anchor and multiple PDU sessions are used.

SMF to send routing rules to UE and UE to trigger a DNS request if routing rules excludes a prefix to AS.

Depending on solution for UL-CL, SMF to generate ICMP, or UPF to generate ICMP based on new N4 functionality.
** Second Change **
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